Privacy Policy

The following Privacy Policy last updated on February 25, 2021.

This Privacy Policy constitutes an agreement between the Service Provider and the
Customer and is incorporated into and governed by the Terms of Service. Privacy Policy
describes what information we collect and use about you and what information is
shared with the third parties. Protecting the privacy and integrity of your personal data is

our top priority.

Information we may collect about you

We collect different types of information in order to provide you with the Services in a

reliable and secure manner.

e Your account information — When you use the Services, we collect and associate
with your User Account the information you provide us like your first and last
names, email address, mobile phone number, personal code, address, credit card
and/or other billing information. We are acting as a Data Controller for this
information. All this information is stored and processed within the European
Union/European Economic Area (EU/EEA).

e Your uploaded data (Customer Data) — In order to provide the Services, we store,
process and transmit your uploaded documents and information related to them.
This data is processed solely in accordance with the directions provided by you

(Customer or User). We are acting as a Data Processor for this information. All



this information is stored and processed within the European Union/European
Economic Area (EU/EEA).

e Your usage information — We collect information related to how you use the
Services. We may collect information like IP addresses, the type of browser,
device, the operating system you use, the actions you take when using our
Services. We use this information to improve our Services, develop new products,
features, and functionality, and ensure the security of your account and your data.
Should this purpose require us to process Customer Data, the data will only be
used in anonymized or aggregated form. We may also use third-party tools to
collect information regarding visitor behaviour and visitor demographics on our
Services. For further details see Analytics section. We are acting as a Data
Controller for this information.

e Other information — We may receive information about you, incl. Your Personal
Data, from third parties we are working closely with (like Qualified Trust Service
Providers, other Service Providers integrated into our Services, business partners,
subcontractors, payment service providers, credit rating agencies). We will treat
this information as Personal Data in accordance with this Privacy Policy. We are

acting as a Data Controller for this information.

Disclosure of your information

We do not share any personal information with third parties unless one of the following

circumstances applies:



e With your consent — We will only share your personal information when we have
your consent.

e With Account Administrators — In case your User Account is managed for you by
an Account Administrator, this Account Administrator will have full access to
your User Account. Account Administrator is able to access all your uploaded
data (Customer Data), suspend or terminate your User Account access and
obtain your usage information.

e For external processing — We may provide the Personal Data to our trusted
business partners to process it for us, based on our instructions and in
compliance with this Privacy Policy.

e Lawful requests — We may disclose the Personal Data when we have a good
belief that access, use, preservation or disclosure of such information is
necessary to:

o satisfy any applicable law, regulation, legal process or enforceable
governmental request;

o satisfy applicable laws specially subject to financial entities that have
additional obligations for audits;

o enforce our Terms of Service, including investigations of potential
violations;

o protect against imminent harm to our rights, property or safety, or that of

our users or public as required or permitted by law.



e Business transfers — We may share and/or transfer your Personal Data if we
become involved in any merger, acquisition, reorganization, sale of assets,

bankruptcy.

Information Security

All our Services have been designed from the ground up to be secure.

We have implemented an Information Security Management System (ISMS) according
to ISO/IEC 27001 which covers a variety of privacy and security policies, processes and
procedures, including administrative, physical and technical safeguards that reasonably
and appropriately protect the confidentiality, integrity and availability of your Personal

and Customer Data.

Our ISMS is being audited every year and is certified by a accredited auditors with
certification scope of “online e-signing and e-identification services and custom

software development, delivery and provision”.

Services are provided through 256-bit encryption TLS connection. All data is stored in
data centres that comply with ISO 27001, ISO 27017, I1SO 27018 and PCI DSS Level 1

standards. All Customer Data is encrypted using AES-256 encryption algorithm.

Retention Policy

Once you delete your User Account from the Services, the content (Customer Data) is

deleted within 30 days of the date of closure. Your account information and billing



information is retained for a period of 10 years in accordance with the Lithuanian

accounting and taxation laws.

Data Processor

You're acting as a Data Controller for your uploaded data (Customer Data) that contains
Personal Data. We are not responsible for any Personal Data stored at the discretion of
our Customers, including but not limited to Address Book entries, Invitations or

Documents.

We are neither responsible for the manner in which our Customers collect, handle,

disclose, distribute nor otherwise processes such data.

The terms for such data processing are defined in the Data Processing Agreement.

Analytics

We use Hotjar in order to better understand our users’ needs and to optimize this
service and experience. Hotjar is a technology service that helps us better understand
our users’ experience (e.g. how much time they spend on which pages, which links they
choose to click, what users do and don't like, etc.) and this enables us to build and
maintain our service with user feedback. Hotjar uses cookies and other technologies to
collect data on our users’ behaviour and their devices. This includes a device's IP
address (processed during your session and stored in a de-identified form), device
screen size, device type (unique device identifiers), browser information, geographic
location (country only), and the preferred language used to display our website. Hotjar

stores this information on our behalf in a pseudonymized user profile.


https://www.dokobit.com/compliance/dpa

We use Google Analytics and Amplitude Analytics to analyse the use of our website,

Document Signing Portal and our mobile apps.
For further details, please see the ‘About Hotjar’ section on_Hotjar’s support site.
For more information about Amplitude’s privacy practices, see Amplitude’s Privacy Notice.

For more information about Google Analytics, see Google’s Privacy Policy.

Use of Cookies

Cookies are a small piece of information saved in your browser storage. They are used
to improve the customer experience in pages and help third-party services to work
properly. We use cookies in all our Services. We only store anonymous identifiers and
other preferences, so your personal data is not stored.

We use three types of cookies:

e Essential cookies — essential in provision of Services. These cookies ensure that
information and services are delivered securely and optimally.

e Performance cookies — to monitor visitor behaviour and help us improve our
information and services.

e Functionality cookies — to help improve your experience by providing a more
personalised service. Those cookies remember choices, for example, language,

preferred login option etc.


https://help.hotjar.com/hc/en-us/categories/115001323967-About-Hotjar
https://amplitude.com/privacy
https://policies.google.com/privacy
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Your rights

Under the GDPR regulation, data subjects have the following rights:

the right to access personal data held about them;

the right to object to processing (for example, direct marketing);

the right to data portability;

the right to complain about processing carried out by the data controller;

the right to object to automated decision making;



e the right for the personal data being updated;
e theright to be forgotten.

You may exercise any of your rights in relation to your personal data by contacting our

Data Protection Officer by email at_support@dokobit.com.

Changes and Updates

We may revise this Privacy Policy from time to time and will post the most current
version on our website. If a revision meaningfully reduces your rights, we will notify you.

We will not reduce your rights under this Privacy Policy without your explicit consent.

Contact us

If you have any questions, concerns or complaints about this Privacy Policy, you may

contact our Data Protection Officer by email at support@dokobit.com.


mailto:support@dokobit.com
mailto:support@dokobit.com

