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1. Policy information

Name Authentication-based signature creation policy for iDIN
Document Number DKB-SP-02282022-4 v1.1

Policy OID 1.3.6.1.4.1.54720.2.6.1

Policy Owner Dokobit, UAB

Version 1.1

Publish date 2025-05-20
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2. Revisions

Date Specification version Change
2022-02-15 1.0 Initial version
2025-03-20 1.1 Updated list of certificates
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3. Introduction

This signature policy defines requirements for authentication-based signatures using iDIN as authentication
mechanism. Authentication-based signatures are Advanced Electronic Signatures as per eIDAS regulation

and are uniquely linked to signer by including required evidences to prove signing action by specified signer.
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4. Terms and acronyms

Term

IdP

Seal

Signing ceremony

TSP
Evidences
PAdES

RFC-3161

elDAS

https://www.dokobit.com/compliance
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Explanation

Identity provider.

This is the Trust Service Provider's signature on the
signed document. It is commonly referred to as the Seal.

A sequence of activities like presenting the document,
asking for the signers consent and the signing itself. The
signing ceremony shall be conducted in a way that it
afterwards is clear that the signer has willingly signed
the document.

Trust Service Provider - the entity implementing this
policy by packaging the signature.

Collected evidences from Signing ceremony that are
added as an additional metadata in PDF document.

ETSI TS 103 172 V2.2.2 (2013-04) Electronic Signatures
and Infrastructures (ESI); PAdES Baseline Profile.

IETF RFC 3161: "Internet X.509 Public Key Infrastructure
Time Stamp Protocol (TSP)".

Regulation (EU) No 910/2014 of the European
Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic
transactions in the internal market and repealing
Directive 1999/93/EC.
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5. Versioning and backwards compatibility

Signature policy version numbers consist of a major and a minor number, denoting major and minor
versions.

A change of minor version is always backward compatible, and the new policy may be brought into effect
without notifying relying parties.

A change of major version may introduce non-backward compatible changes.

https://www.dokobit.com/compliance
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6. About Signature Policies

The purpose of a signature policy is to specify requirements for the signing process including requirements

for signature creation and verification process.

The primary users of this policy will be users using authentication-based signatures (relying parties). The
policy will help relying parties to better understand the information contained in an authentication-based

signature, and on what basis it can be trusted and used.
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7. Scope and structure

This signature policy defines requirements for creating and validating signature based on an arbitrary
method of signer authentication.

The normative parts of the policy are:

General process requirement defines high-level requirements for the overall signing process.

1. Signature creation requirements defines requirements for the format used for the signature

2. Validation requirements defines the validation of authentication-based signature.
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8. Signature creation requirements

Authentication-based signatures work in the following way:

1.

o > w D

8.1

A Trust Service Provider (TSP) arranges a signing ceremony: It presents the documents to be signed

and collects the user’s explicit consent/intention to sign the documents.

The user authenticates using iDIN. The TSP collects authentication proof.

The TSP collects traces and context in audit logs.

The TSP adds collected evidence as a metadata in XML format to the original PDF document.

The TSP seals a PDF document with collected Evidences using TSP’s Advanced Electronic Seal with

Qualified Certificate.

The sealed PDF results as a document with user’s signature.

Evidence Structure

The following information must be collected from Signing Ceremony:

Element/Attribute Description

Global

Unique signature identifier in

Signingldentifier

Dokobit system

Signing time in ISO 8601 full date

SigningTime
gning and time format
Policy ID that was used for creatin
Policyld y 9
the signature
LiabilityTier Liability tier for created signature

Client Environment

https://www.dokobit.com/compliance

Example

5e00fb8febc7d2
532fce637ca560
79baaddc6780

2022-01-14T11:2
3:27+02:00

1.3.6.1.4.1.5472
0.2.6.1

Required

true

true

true

true
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UserAgent

Ip
Server Environment

Dns

Versionldentifier

Signer Details
Firstname

Lastname

Identifier

Code

CountryCode

BirthDate

Authentication-based signature creation policy for iDIN

User agent string representing client
environment

Signer IP address

Server DNS address

Codebase version identifier

Signer firstname detected using
authentication mechanism

Signer lastname detected using
authentication mechanism

Unique signer identifier specifying
code type, issuing country and code

Signer code representing unique
person in authentication
mechanism scope

Country code specifying in which
country code was issued

Signer birthdate

https://www.dokobit.com/compliance

Mozilla/5.0
(Macintosh; Intel
Mac 0S X
10_15_7)
AppleWebKit/
537.36 (KHTML,
like Gecko)
Chrome/
97.0.4692.71
Safari/537.36

127.0.0.1

app.dokobit.com

202201131550~
d14c26a5e210a
227e24ae2f10d0
62653bc336fc3

Firstname

Lastname

PNONL-3010101
0101

30101010101

nl

1990-01-14

true

true

true

true

true

true

true

true

true

false

11
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User Actions

Name

TimeStamp
User Action Details

Method

Transactionld

Action made by user. Possible
values: user-authentication,
document-view, document-sign

Action time in ISO 8601 full date
and time format

Method used for authentication.
Possible values: idin.

Transaction identifier in
authentication system

https://www.dokobit.com/compliance
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user-
authentication

2022-01-14T11:2
3:27+02:00

idin

7f22fd6a-3d46-4
d5a-
ae56-6de3c53e1
873

true

true

Required only for action
“user-authentication”

Required only for action
“user-authentication”

12
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Example of evidence structure:

<?xml version="1.0" encoding="utf-8"7?>
<DokobitAuthenticationBasedSignature xmlns="https://dokobit.com/authentication-based-
signatures" Version="1">
<SigningIdentifier>5e00fb8febc7d2532fce637ca56079baaddc6780</Signingldentifier>
<SigningTime>2022-01-14T11:23:27+02:00</SigningTime>
<PolicyId>1.3.6.1.4.1.54720.2.6.1</PolicyId>
<LiabilityTier>1</LiabilityTier>
<Environment>
<Client>
<UserAgent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/97.0.4692.71 Safari/537.36</UserAgent>
<Ip>127.0.0.1</Ip>
</Client>
<Server>
<Dns>app.dokobit.com</Dns>
<VersionIdentifier>202201131550-d14c26a5e210a227e24ae2f10d062653bc336fc3</
VersionIdentifier>
</Server>
</Environment>
<SignerDetails>
<Firstname>Firstname</Firstname>
<Lastname>Lastname</Lastname>
<Identifier>PNONL-30101010101</Identifier>
<Code>30101010101</Code>
<CountryCode>nl</CountryCode>
<BirthDate>1990-01-14</BirthDate>
</SignerDetails>
<UserActions>
<UserAction>
<Name>user-authentication</Name>
<TimeStamp>2022-01-14T11:23:27+02:00</TimeStamp>
<Data>
<Method>idin</Method>
<TransactionId>7f22fd6a-3d46-4d5a-ae56-6de3c53e1873</TransactionId>
</Data>
</UserAction>
<UserAction>
<Name>document-view</Name>
<TimeStamp>2022-01-14T11:23:27+02:00</TimeStamp>
</UserAction>
<UserAction>
<Name>document-sign</Name>
<TimeStamp>2022-01-14T11:23:27+02:00</TimeStamp>
</UserAction>
</UserActions>
</DokobitAuthenticationBasedSignature>

https://www.dokobit.com/compliance 13
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9. Signature validation requirements

Authenticaton-based signatures should be validated in the following way:

1. If a valid seal with any certificate that is specified in Appendix A is found in document, validation of
authentication-based signature should continue, otherwise signature does not meet requirements of
this policy.

2. Seal dictionary contains “Metadata” element which refers to Collected Evidences in PDF document.

3. Information that resides in Collected Evidences should be treated as a trusted information.

https://www.dokobit.com/compliance 14
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10. Limitation of liability

TSP assumes the liability only for the execution of the Signing ceremony and provides the services with two

different limitations:

+ Tier 1 (Basic Liability). This tier is for the documents that don’t exceed the value of EUR 100 as
Dokobit will be liable up to EUR 100 per signed document.

+ Tier 2 (Advanced Liability). This tier is for the documents that don’t exceed the value of EUR 10 000 as
Dokobit will be liable up to EUR 10 000 per signed document.

https://www.dokobit.com/compliance 15
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11. Appendix A (normative): Certificates used for e-sealing

PDF documents

The following certificates are used as a trust anchor for creation and validation of authentication-based

signatures using iDIN.

1. “iDIN Signature by Dokobit” Qualified Certificate for Seal is issued by Qualified Trust Service Provider -
SK ID Solutions - in accordance with SK ID Solutions Certification Practice Statement for KLASS3-SK -
SK-CPS-KLASS3-v8.0 which is available at https.//www.sk.ee/upload/files/SK-CPS-KLASS3-EN-
v8_0_20790815.pdf.

Certificate details:

Serial number 5D 70B0 1109 EB FO 52 62 16 3B E4 FE 80 82 A7
Valid from 2022-02-23T13:50:14Z
Valid to 2025-03-24T13:50:14Z

Subject information

Organization identifier NTRLT-301549834

Serial number 301549834

Location Vilnius

Country LT

Organization Dokobit, UAB

Common name iDIN Signature by Dokobit

Issuer information

https://www.dokobit.com/compliance 16
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Organization identifier NTREE-10747013
Organizational unit Sertifitseerimisteenused
Organization AS Sertifitseerimiskeskus
Country EE

Common name KLASS3-SK 2016

https://www.dokobit.com/compliance 17
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11.1 Certificate in PEM format:
 cHMwCQYHBACL7EABATALBgkrBgEEAc4 T
CQEwHwYDVROjBBgwFoAUr15Y9fLy2cG02e90B9t1y1DihwAwDgYDVROPAQH/BAQD
AgZAMBOGA1UdDgQWBBQAO/3e0VetvHVcsdxWXQEwMzMgJIzB7BggrBgEFBQCBAQRY
MGOWKAYIKwYBBQUHMAGGHGhOdHAG6LY9haWEuc2suZWUva2xhc3MzLTIwMTYwQQYI
KwYBBQUHMAKGNWhOdHBZz018vYy5zay51ZSOLTEFTUzMtUOtfMjAXNTO9FRUNDUKNB
XINIQTM4NC5kZXIuY3JOMIGABggrBgEFBQcBAWROMHIWCAYGBACORgEBMBMGBgQA
jkYBBjAIBgcEAI5SGAQYCMFEGBgQAjkYBBTBHMEUWP2hOdHBZz01i8vc2suZWUvZW4v
cmVwb3NpdG9yeS9jb25kaXRpb25zLWZvcillc2Utb2YtY2VydGlmaWNhdGVzLxMC
RU4wDQYJKoZIhvcNAQELBQADggIBAGa®5tDmmwicBcOBcgcN3qv370fATYNDBKAA
ej5HpTAWRKkmBKEYwpt8XAndgdkKmmAQfvNM2nlE/E/A70fmox5jG1lvglY1FYyRwI
h5KmPDj511PyZ0I20gFnObz lnufNgLAwbbkHNXy922IafkZ+4Vi7/SyRDXE5eZHp
YCW5kYtngAXIDyqSLFRMjWaoZrWASk3b71iR8UTZfHdNZnB84ZRPHOWZzS8+6V1Q1i
yHHjOE1h7gUaDQnJI5TAygcqXswLGYXPoSRXvTyb6A9r2//UEzsLOSPGmMFm4axqs
+8DC1MBdq/Y0ejIDCK7V09s3bxQZ3ZUv20KwOqOOACTam5a/gmkZ /HL4lpnF1lzJy
1Xj8TOM8ZvJaaY3xHOFNO+ATfgApGqQce@Irh+CT5xYAz4HQys8ny1fn8QNCX1lme
Hqb8q/JZrGtp60r9cdXZxUVMtka+3vu93ZqcUOD+S4vfult8SOylu+hw2wVpIBMq
TOdAYXTSNyT25QhELEqrjw7g52AsqMbTrCEoeXgRjaeZi6Byq7+46LvI9QplXZaYx
PXkyGt42b4nY4vFxU/cvF8MGR/FkoeTN9hBC6VZzBI9ckuV1sTBZO5YOLNRXCm6383J
MiSuMXgkOH/wj9+kjcF5mDDYXxFKOy6gJLUJzU4p/aeWAOungkogx1SxJ2sE4J1zn
I4SowqCc

2. “iDIN Signature by Dokobit” Qualified Certificate for Seal is issued by Qualified Trust Service Provider -
SK ID Solutions - in accordance with SK ID Solutions Certification Practice Statement for organisation
certificates which is available at https.//www.skidsolutions.eu/wp-content/uploads/2025/01/SK-CPS-
Organisation_Certificates-EN-v14_0_20250303.pdf.

Certificate details:

https://www.dokobit.com/compliance 18
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Serial number 3DDBECA120CC79CF37538762E101F13E
Valid from 2025-03-20T11:46:127Z

Valid to 2028-04-18T11:46:11Z

Subject information

Organization identifier NTRLT-301549834

Serial number 301549834

Location Vilnius

Country LT

Organization Dokobit, UAB

Common name iDIN Signature by Dokobit

Issuer information

Organization identifier NTREE-10747013
Organization SK ID Solutions AS

Country EE

Common name SK ID Solutions ORG 2021E

https://www.dokobit.com/compliance 19
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11.2 Certificate in PEM format:

MIIE8DCCBHWgAWIBAgIQPdvsoSDMec83U4di4QHxPjAKBggqhkjOPQQDAZBNMQsw
CQYDVQQGEwJIFRTEbMBKGA1UECgwSUOsgSUQgU29sdXRpb25zIEFTMRcwFQYDVQRh
DAS0VFJIFRSOxXxMDcONzAXMzEiMCAGAIUEAwWwWZUOsgSUQgU29sdXRpb25zIE9SRyAy
MDIXRTAeFwOYNTAzMjAXMTQ2MTJaFw@yODAOMTgxMTQ2MTFaMIGaMSIwIAYDVQQD
DB1pRETOIFNpZ25hdHVyYyZSBieSBEb2tvYm1OMRIWEAYDVQQFEwkzMDE1NDk4MzQx
GDAWBgNVBGEMDO5UUKXULTMWMTUOOTgzNDEVMBMGALUECgWMRGOrb2JpdCwgVUFC
MRAwDgYDVQQHDAdWaWxuaXVzMRAWDgYDVQQIDAdWaWxuaXVzMQswCQYDVQQGEwIM
VDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIVImLfuPPXxPh11EOGfNo
vSW8jXF1qiaGBOQWS33k7kH5F1ANaGlcqcdaRMn6s8eE4bdfoo]jix04XVD1lov/Iy
Cufs1pFXUSEXM1bDIS87 7TWRSAPSO5XXpYOL8pgbNbV4vnkHR/IGT7tcFGEotbThO
HwALUk+ccV8rMpTRIMWgfzdkrFPauHZOORLO/gkNR1QpPWUMT+vXw511Seyi63tG
/yHPH1hY8aWsZUOHEV6Ese9EoybOOwW8u3PAZzQ4DEOY5CS/3HShkQejPiTOhGFT2I
X1lrmH+oely13y7Pse4k6/XHPKuOuzPcjgmThz0/qZLZnIQ2p51bXonFOJ+p6fbNn
WPsCAwWEABaOCAgIwggH+MAKkGA1UdEwWQCMAAWHWYDVROjBBgwFoAU/Inn/EN4 /+ws
w4S004DjI0galCgwYwYIKwYBBQUHAQEEVZzBVMCwGCCsGAQUFBzAChiBodHRwO1i8v
Yy5zay51ZS9PUkd fMjAyMUUUZGVyLmNydDA1BggrBgEFBQcwAYYZaHROCDovL2Fp
YS5zay51ZS9vcemcyMDIXZTCBhgYDVROgBH8WfTAIBgcEAIVSQAEBMASGCSsGAQQB
zh8JATBjBgkrBgEEAc4 fBwMwVjBUBggrBgEFBQcCARZIaHROCHM6LY93d3cuc2tp
ZHNvbHVOaW9ucy51dS9yZXNvdXJjZXMvY2VydGlmaWNhdGlvbilwecmFjdG1ljzZS1z
dGFOZW11bnQvMIGABggrBgEFBQcBAWROMHIWCAYGBACORgEBMBMGBgQAjkYBBjAJ
BgcEAISGAQYCMFEGBgQAjkYBBTBHMEUWP2hOdHBZz01i8vc2suZWUvZW4vemVwb3Np
dG9yeS9jb25kaXRpb25zLWZvcillc2Utb2YtY2VydGlmaWNhdGYzLxMCZWAWMAYD
VROfBCkwIzATloCOgIYYfaHROcDovL2Muc2suZWUvc2tfb3InXzIwMjFlLmNybDAd
BgNVHQ4EFgQU7DUbp8zwQ0Gd1jy f++uHuQx7I7YwDgYDVROPAQH/BAQDAEZAMAOG
CCqGSM49BAMDA2KAMGYCMQCXxXTdGnNwMS3R10A8mReSDW+XwKCiNmYUyMUhrQOrG9
SbNf025HzSgv87tvOSYKULECMQDMI FQcSIi5XP2+1nUqycTWDVOG]Vi+6tcdY817
5LmnUdQpI5zGrjuzZClaXBYSR+5c=
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